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Memo
To: Jane Smith, Audit Team Leader
From: Name, Auditor
Date: January 21, 2019
Subject: Robbins Network Solutions (RNS) Financial Audit
Major financial transactions
RNS’s financial operations are straightforward and are limited to everyday business transactions. RNS’s significant financial transactions can be divided along the lines of revenue reception and disbursement of cash for business expenses. The company receives revenue for the sale of computer hardware and software as well as receipts for the provision of its core services: installation of computer hardware and technology consulting. The company’s major cash disbursements include salaries payments, supplier payments, and payments to other parties such as insurance and utility companies. RNS’s investment in R&D forms a distinctive financial transaction that should be carefully audited due to the risks discussed below.
Business Risk
[bookmark: _GoBack]RNS faces significant risk of inability to collect a large portion of its accounts receivable. The company manufactures products at an increased cost and prices the products higher than its competitors do. Relaxing its credit rules will allow buyers with a high credit risk profile to access the company’s merchandise. Buyers unable to purchase equipment due to shortages in cash are unlikely to be able to buy high-cost equipment even with extended pay periods (Ross et al., 2016). The company also faces the risk of excessive R&D expenditure, which is typical for companies in the technology industry (Senft et al., 2016). 
There has also been a trend in the outsourcing of labor-intensive jobs in the manufacturing of computer hardware that has resulted in the low cost of finished goods (Griffin, 2015) allowing RNS’s competitors to undercut its prices. RNS depends on highly specialized labor preventing it from engaging in price wars with its competitors. Furthermore, environmentalists are calling for stricter regulations in the disposal of e-waste, would increase the cost of doing business (Cascade assets, n.d.). 
Should any one of these highly likely risks materialize, the company will face a decline in its revenue growth. The overall implication of these is that RNS might be unable to meet the target sales revenue growth and net income growth. Depending on the nature of the control environment, the risk of declining revenue and net income could be red flags for improper financial reporting. If management is under pressure to meet the target growth from the stockholders in the board of directors, the risk of material misstatement of the financial statements will be high. The use of aging of AR and gross margins as performance measures is an indicator of a pressurized control environment increasing the potential for aggressive reporting and material misstatements.
Appropriate internal controls
Internal controls are developed with the intention of safeguarding business assets, facilitating efficient conduct of business, ensure correct financial reporting and prevent fraud. The internal controls for the computer hardware and software industry should prevent employees from using their technological know-how to misuse business assets and conceal fraud. The appropriate controls for this include physical controls, segregation of duties and information processing controls.
Physicals controls prevent unauthorized personnel from accessing the business’ assets. In the computer industry, business assets consist of both hardware and intangible assets such as data and software. Specific physical control procedures consist of employee authentication via biometric data, key card access to offices and floors where confidential data is stored, locking computer hardware storage rooms, and password controls on information systems. Segregation of duties prevents persons who can access specific assets from controlling the same assets. In the computer industry, segregation of duties in software development and information system management is essential to prevent personnel in charge of developing the organization’s information system from tampering with it to conceal fraudulent activities. 
Information processing controls appropriate for the industry consist of general controls that ensure that all the applications in the information system are correctly running. Specific information processing control procedures include access security controls, controls over the authorization applications and network operations controls. Information processing controls bolster the segregation of duties and physical controls in that internal auditors can detect infringement of physical controls using general information processing controls.
Ethical issues
Ethics committees place the mandate of ensuring the protection of customer data during the design process and after the purchase of software on software development companies. Financial auditors are restricted in the extent that they can use original data to test the working of the information system and its internal controls due to ethical concerns surrounding the confidentiality of consumer data. These restrictions interfere with the auditor’s ability to evaluate the integrity of the information system and whether it has been tampered with to conceal asset mismanagement.
Impact of current events on company’s risk and internal control
The evolution of the threat landscape has caused technology companies to pay closer attention to the issues of cyber security. The list of potential attacks on a company’s information system is ever growing with cyber criminals targeting virtual currencies (KPMG, 2017). The methods of illegal entry into an information system with the intention of illicit data mining have also increased (E&Y, 2013). Technology companies are therefore required to conduct regular assessments of risk and update their data protection mechanisms as well as internal controls to detect access and alteration of financial data.
Audit evidence
The quantity of audit data or evidence to be collected correlates to the audit risk and the extent to which the auditors would like to test management’s assertions. According to the AICPA AU-500, the amount of audit data needed is dependent on the level of the risk of material misstatement reported during the assessment phase and on the quality of the evidence (Johnstone et al., 2013). The AICPA recommends that auditors focus on collecting audit evidence for accounts or assertions with a higher probability of material misstatement (Johnstone et al., 2013).
For RNS, the accounts with the highest likelihood of material misstatement are the revenue account, accounts receivable, inventory, R&D expense account, and capitalization of R&D. Due to the pressure management faces to meet performance targets in poor economic conditions, it is likely that the revenue and inventory accounts will be overestimated. It is expected that the AR account will be exaggerated with the allowance for doubtful debts underestimated. Business expenses could also be improperly classified as R&D expenses to increase revenue. 
Having assessed the internal controls for these accounts and found them to be of low quality implying that the evidence can be tampered with, the auditor will collect external evidence to make up for the poor quality of the internal evidence. Indirect evidence will be collected first to assist in determining the extent of direct evidence that will be required for substantive tests of detail. Indirect evidence will be collected through substantive analytical procedures such as trend analysis of quarterly revenue after which direct audit evidence such as invoice amounts will be collected.
Evidence outside auditor’s universe
The auditor has the option of using other evidence that would serve the same purpose as that found overseas or issuing an opinion for all other areas except that which he was unable to audit and indicate that he is unable to give a reliable opinion on this area. The AICPA warns against collecting more of the same type of evidence to make up for lack of other types of evidence (Johnstone et al., 2013). The auditor should, therefore, collect different types of evidence that could logically replace the evidence out of his purview. 
Analytical procedures used to determine sampling program
Using analytical procedures, the auditor can determine the extent to which management’s assertions for a specific account differ from his expectations for the account. The auditor’s expectations are based on comparable financial performance from previous periods, industry performance, non-financial information, for example, economic conditions and anticipated financial results. Using trend analysis, ratio analysis and tests of reason, the auditor can identify unexpected account values. 
When deciding on the sampling design and size, the auditor seeks to minimize the audit risk, which comprises of inherent, detection and control risk (Hayes et al., 2013). An audit of the company’s internal control procedures indicates the level of control risk. Having assessed the internal controls related to the recording of sales, for example, the auditor then evaluates the extent to which the internal controls related to the revenue account can prevent material misstatements (Hayes et al., 2013). If the risk is high, he will decide on a large sample size. An analysis of internal controls also indicates the category of revenues for which a material misstatement is expected. For example, in the absence of effective cash controls, cash payments are expected to have a higher risk of material misstatement than credit card payments. The auditor can, therefore, settle on a stratified sampling design with more cash payment elements included in the sample.
Audit evidence requested from company
1. Original documentation vouching for existence of reported sales
a. Pre-numbered billing documents such as invoices- Test for management’s existence and valuation assertions
b. Sales journal- vouch for the existence of reported sales
c. Revenue receipt documents such as receipts- assess cut-off assertion
d. Pre-numbered shipping documents 
2. Expenses related to the Research and Development expense
a. Vendor invoices- Test for existence
b. Payment receipts- Test for completeness
3. Accounts receivable evidence
a. Aging trial balance- Assess valuation
b. Basis for the determination of allowance for doubtful debts- Assess valuation
c. Permission to communicate with customers regarding their AR balance- Assess the existence assertion
4. Inventory documentation
a. Vendor invoices- Existence
b. Inventory count sheets- Existence and completeness
Considerations in auditing subjective areas
The valuation of allowance of doubtful debts and some areas of revenue recognition are subjective with limited guidance on the auditing procedure. The allowance of doubtful debt is for example conducted based on management’s judgment and the SEC and other bodies do not provide objective guidance on auditing this area. The auditor is, however, guided by the principle of professional skepticism. He or she can evaluate management’s method of determining the AR value and if management has been consistent in complying with the procedure. The determination of whether revenue recognition approaches consist of earnings management or comply with regulation can also appear to be subjective but the SEC has issued guidance on most grey areas in revenue recognition (Johnstone et al., 2013). The auditor should be familiar with additional guidance on revenue recognition issued by accounting and regulatory bodies 
Planning nature and extent of audit documentation
	Audit documentation refers to the records kept by the auditor consisting of the audit planning process, the performance of the audit, the audit evidence and the basis on which the reported conclusion was reached. Hayes et al. (2014) recommend that when deciding on the extent of documentation, auditors should include the components necessary for an auditor who has little knowledge of the company to understand the manner in which the auditor arrived at the issued opinion.
i) The complexity of internal controls
ii) The complexity of the business operations
iii) The scope of the audit
iv) The auditor’s assessment of audit risk
v) The proportion of evidence outside the auditor’s environment
Responsibility for IT
Responsibility for IT risk coverage in the IT industry is an umbrella liability policy that has been designed to protect against computer, software, databases and internet usage losses resulting from cyber attacks, theft and malicious software amongst others (Senft, 2016). The definition does not address the risks to data security faced by companies as a result of accessing social media platforms using work computers and networks. Following the Facebook data scandals where the social media giant shared client information with third parties and unauthorized persons were able to access user data, there is evidently a gap in the definition for responsibility for IT risk coverage to address breaches from accessing social media sites using company IT infrastructure.
Internal controls for the protection of computer data 
Most of the internal control activities put into place to protect computer information and data fall under the purview of physical controls. Physical controls include password protection, authentication using biometric data and key card access. It is difficult to uphold these controls in IT companies given that data is a core component on operations requiring software developers to access the data available. Employees also possess the skills to bypass physical controls and alter data. The use of detective controls such as information processing controls alongside preventative controls can mitigate this problem. 
Current and future vulnerabilities
Vulnerabilities in IT exist in the area of data and information security.  The expansion of information storage from systems connected via networks to cloud storage and processing places IT companies at risk of cyber security breaches. Companies should regularly evaluate their information security processes and controls to prevent and detect breaches to data security. There is need for extensive Data Loss Prevention (DLPs) guidelines (KPMG, 2017). The use of Identity Access Management systems also allows management to detect threats to the information system from evolution of the cybersecurity environment (KPMG, 2017). 
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